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 Funds Requested for Information Risk Assessments for State Agencies
 
 OKLAHOMA CITY (March 5, 2007) - The Oklahoma State Legislature took progressive steps last year to combat the contemporary and growing cyber-crime problem. 
 
 House Bill 2935, which became effective on July 1, 2006, required all state agencies with an Information Technology (IT) system to have an annual security risk assessment performed that identifies and prioritizes network vulnerabilities.  The bill mandated that all targeted agencies submit a final report to the Office of State Finance (OSF) by December 1st of each year on security protocols.
 
 "The intent of the bill was to harden the defenses of state agencies against computer crimes and identity theft," said state Rep. Joe Dorman (D - Rush Springs), a co-author of the legislation. "House Bill 2935 was just the first step in protecting the state's citizens against loss of personal information from both internal and external threats.
 
 "Although HB 2935 mandated risk assessments, the Legislature did not include funding for the assessments. Given the unfunded mandate, all agencies opted to perform self-assessments that do not encompass the level of detail needed."
 
 The advantage of utilizing a third-party vendor is that their assessments are conducted on-site by security professionals and include network scans, desk-top sampling, physical security inspections, external penetration testing, and payment card industry assessments.  The
 self-assessment only involves completing a questionnaire based the ISO 17799 security standard and the agencies' pre-determined risk level. Vendors must be approved by the Office of State Finance as qualified to conduct the risk assessments.
 
 "Identify theft and sharing of personal information is a major concern of Oklahomans and is the fastest growing crime in the United States with up to 9 million victims," said state Sen. Randy Bass (D - Lawton). "One FBI survey estimates more than $65 billion lost in 2005  to identity theft alone. Given these alarmingly high statistics, it is imperative that the state finish the work we started and aggressively move to protect our citizens."
 
 Bass has been a champion for protection against identity theft during his career in the Oklahoma Senate, having authored legislation to increase protections for Oklahoma residents.
 
 Dorman estimated the cost to fund risk assessments for all state agencies will be $3 million annually, which equates to $1 per person in Oklahoma.
  
 "One dollar per person from the General Revenue Fund is a small price to pay to protect the citizens of Oklahoma from potential theft of their identities by criminals hacking into state computer systems," said Dorman.  "Having a father that was a victim of identity theft, I can
 vouch for the need to take every precaution possible to protect from these crimes."
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